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Read Me First

Welcome to Take Control of Wi-Fi Networking and Security, Second
Edition, version 2.0, published in January 2024 by alt concepts. This
book was written by Glenn Fleishman and edited by Joe Kissell.

This book explains the ins and outs of setting up, modifying, and
increasing the security of a home or small-office Wi-Fi network, from
choosing hardware to configuring radio settings to working with
adapters in macOS, i0S, iPadOS, Windows, Android, and ChromeOS.

If you want to share this ebook with a friend, we ask that you do so

as you would with a physical book: “lend” it for a quick look, but ask
your friend to buy a copy for careful reading or reference. Discounted
classroom and Mac user group copies are available.

Copyright © 2024, Glenn Fleishman. All rights reserved.

Updates and More

You can access extras related to this ebook on the web (use the link
in Ebook Extras, near the end; it’s available only to purchasers). On
the ebook’s Take Control Extras page, you can:

« Download any available new version of the ebook for free, or buy
any subsequent edition at a discount.

« Download various formats, including PDF, EPUB, and Mobipocket.
(Learn about reading on mobile devices on our Device Advice page.)

« Read the ebook’s blog. You may find new tips or information, as
well as a link to an author interview.

If you bought this ebook from the Take Control website, it has been
added to your account, where you can download it in other formats
and access any future updates. However, if you bought this ebook
elsewhere, you can add it to your account manually; see Ebook Extras.
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What's New in the Second Edition

The development of Wi-Fi slowed down by the late 2010s after a
turbulent first 15 years or so. But no technology stands still, especially
as demands increase for higher throughput for video, better coverage
and range, and more consistent transmission to keep streaming
playback smooth and solid.

Since the first edition of this book, I rolled in changes large and small.
This second edition provides a more thorough overview of what’s new
and brings the title up to date for 2024. In particular, this book is
fully updated for the Wi-Fi 6E, Wi-Fi 7, and 802.11be specifications
(see Wi-Fi Standards), the expanding availability of the 6 GHz band
(see Pick a Wi-Fi Channel), and the broad availability of mesh
networking gear (see Build a Mesh Network). See The 2020s for Wi-
Fi for an in-depth explanation of major changes.

The update also refreshes the book for the latest operating system
releases: Android 14, i0S 17, iPadOS 17, macOS 14 Sonoma, and
Windows 11. (For macOS users, I assume you are using Ventura or
later, which replaced System Preferences with System Settings; for
Windows users, Windows 11.)

Basic Terminology

You should learn a few basic networking terms before proceeding, as
you’ll see them repeatedly in the rest of this book:

« Bandwidth: This is the measure of the overall amount of user and
coordinating data that can flow over a networked medium—both
actual information you’re sending and other data that’s required to
package and send it successfully. For instance, gigabit Ethernet has
1 gigabit-per-second (Gbps) bandwidth, and one version of 802.11ac
(Wi-Fi 5), has bandwidth of 1.45 Gbps.

« Throughput: This represents the actual data flow, or the true
capacity of a system. Bandwidth is fixed, while throughput varies. A
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1.45 Gbps Wi-Fi 5 network might only be able to transfer 500 Mbps
of user data. (It’s the “net”—not networked—data rate: maximum
rate minus network overhead, including retransmitting lost or
error-ridden portions equals throughput.)

- Backhaul: Backhaul describes the connection between a local
network and a higher-level network that manages data needed for
the local network. This term used to be used almost exclusively to
refer to a connection between a home or business and an ISP, and
an ISP and larger core internet network interchanges. Now, with
mesh networking, it’s used to refer to the connections mesh nodes
make with one another. See Build a Mesh Network.

« Radios: Wi-Fi uses radio transmissions in specific electromagnetic
bands (see next section), and carries data within its transmissions.
This requires one or more radio transceivers (transmitter/receivers)
to encode and decode the data. As Wi-Fi developed faster speeds,
the protocols required adding multiple radio systems, such as for
different spectrum bands (also described next), each of which
produces a unique set of signals.
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Introduction

You would think that in 2024, with Wi-Fi hitting a quarter-century in
existence, an entire book would no longer be necessary to explain its
intricacies. I wish that were the case! It’s not so much that Wi-Fi
wireless networking is inherently complicated. It’s never been easier to
plug in a network, configure it with a wizard, and connect.

The trouble is that whenever you need anything that’s not built into the
set of defaults, have a house or office full of signal obstructions, or try
to troubleshoot problems, you may feel you are on your own. This book
is an ongoing attempt to give you the knowledge and tools to set up or
update a Wi-Fi network in your home or small office that fits your
needs precisely—and work through fixing glitches.

Because we all now use many different kinds of equipment on a mod-
ern Wi-Fi network, I provide detailed, illustrated advice on connecting
and configuring hardware running macOS, iOS, iPadOS, Android, and
Windows with Wi-Fi. I also provide advice on Wi-Fi gateways compati-
ble with nearly all hardware on the market.

If you're trying to understand the difference between standard Wi-Fi
networks and mesh wireless networks, I go into great detail, and help
you decide which will serve you better. I also provide information on
how to plan a network and locate the Wi-Fi network devices that
provide service to your various connected equipped, from computers to
game systems to sous vide cookers.

This book will also help you set up and use personal hotspots, add
printers and use networked drives, manage wireless security, and
make sure your own data is secured when you use Wi-Fi on your own
or other networks.
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Wi-Fi Quick Start

With this book, you’ll learn about Wi-Fi principles and standards so
you can make choices about purchasing equipment and configuring it.
You'll also learn about local area networking, connecting from different
operating systems to Wi-Fi gateways, how to use a personal hotspot,
and securing your network and your data. Once you Learn Wireless
Basics, you're ready to take the next step.

Put a network together:

« In order to set up a network, consult Pick Wi-Fi Network Gear.
Then, for standard networks, read Pick a Wi-Fi Channel for back-
ground on frequencies and spectrum. This all helps you get pre-
pared for what’s in Configure Your Network.

« With a network in place, you may want to have a networked printer
or network-accessible hard drives, configuration of which is ex-
plained in Share Printers and Disks.

Use a network locally and remotely:

« While setting up a network may be old hat to you, you can learn the
ins and outs across every major operating system in Connect to a
Network. It’s common to set up and use mobile hotspots, and you
can learn the details in Connect with a Personal Hotspot. You may
also need to reach devices on your network from elsewhere on the
internet: see Reach Your Network Remotely.

Secure your local and internet data:

« When you use your network, you want to be safe from snoopers.
Read Secure Your Network for how to set this up. Beyond your
network, you should make sure nobody can intercept your commu-
nications, which is explained in Secure Yourself.

8

Click here to buy the full 125-page “Take Control of Wi-Fi Networking and Security” for only $12.99!


https://www.takecontrolbooks.com/cart/?add-to-cart=1240

The 2020s for Wi-Fi

Before we get into the body of the book, let me take you through the
most significant big changes with Wi-Fi.

Wi-Fi 6, 6E, and 7

One of the most significant evolutions since the last edition of this
book was the continued move towards more sophisticated flavors of
Wi-Fi that used an increasingly large bag of tricks to better serve
mobile devices, work in challenging and busy areas of overlapping
networks, and provide tremendous amounts of bandwidth.

As you can read in Wi-Fi Standards, the Wi-Fi Alliance trade group
that manages certifications for devices bearing the Wi-Fi name decided
to part from using the technical IEEE 802.11 industry standard name
to dub the last three generations at the point of this renaming to Wi-Fi
4, 5, and 6. Of course, that couldn’t last.

The addition of more spectrum to the Wi-Fi “portfolio” for use by
individuals and businesses led to the awkward introduction of the term
Wi-Fi 6E to cover the 6 gigahertz (GHz) band discussed below.

In January 2024, the alliance formally introduced the specification for
the next-generation standard, Wi-Fi 7 (based on the IEEE 802.11be
standard), which I'll discuss in the section referenced above. Wi-Fi 7
once again increases throughput and reliability, calling out the need
for much higher bandwidth for augmented reality (AR) and virtual
reality (VR) headsets. More particularly, Wi-Fi 7 takes full advantage
of the 6 GHz band with very wide channels, and adds a method of
sending a single data stream over multiple radio bands at once for the
maximum throughput to a single device.

The 6 GHz Band

It’s a basic fact of wireless networking that it needs swaths of radio
frequency spectrum over which to transmit data. (I explain all about
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that in Learn Wireless Basics.) I believe every country in the world
allocates spectrum for dedicated and shared use. Cellular operators
have paid billions in some places, like the United States, to get exclu-
sive ranges to build out their networks.

Wi-Fi relies in nearly all the world on unlicensed spectrum. These are
ranges of frequencies that no single party has a monopoly on using,
and are generally or always available for individual and business use,
for personal and commercial purposes.

For the early part of Wi-Fi’s history, it used the 2.4 GHz range, known
as a “junk band” in the United States for how many non-networking
purposes shared it. Microwave ovens, for instance, produce an intense,
short-range magnetic field at 2.4 GHz, as do industrial sealers and
other scientific and medical devices.

That led to the opening of the nearly unused 5 GHz band, impractical
in earlier stages of technological development. A few years ago, the
United States and a few other countries extended that into the even-
less-used 6 GHz band. While most of the world allows 5 GHz use,
access to 6 GHz varies. In the United States, the entire range can be
used, while in most of Europe, only about half—which is still a lot. I dig
into 6 GHz much more in Pick a Wi-Fi Channel.

The Widespread Adoption of Mesh

It was a long time coming, but in the last few years, mesh networking
became the default option for many people in setting up home net-
works. I’'m not sure why mesh networking hasn’t taken over entirely as
the cost of nodes has dropped. When I was first writing about high-
quality mesh systems, it could run you $600 to $1,000 to get three
nodes, though there were sales and bundles that sometimes dropped
the price. As I write this in January 2024, three eero brand Wi-Fi 6
nodes cost a whopping $200. Prices go up from there, but are about
50% or less than a few years ago for comparable hardware.

The persistence of standalone Wi-Fi gateways, however, means that
people are still price sensitive. For many people, a Wi-Fi 6 gateway
under $100 or a Wi-Fi 6E one under $150 can produce effective

10

Click here to buy the full 125-page “Take Control of Wi-Fi Networking and Security” for only $12.99!


https://www.takecontrolbooks.com/cart/?add-to-cart=1240

Learn Wireless Basics

If you're already up to speed on how Wi-Fi works, skip to the next
chapter, Pick Wi-Fi Network Gear, which digs in on network details. If
not, let’s quickly run through some basics to set the stage for what
follows.

Adapters and Access Points

Wi-Fi networks need two connected parts: a wireless adapter, also
referred to technically as a station, and an access point (AP for short).
The wireless adapter is part of a computing device (such as a smart-
phone, tablet, desktop computer, or smart-home device), while the
access point acts as a hub, allowing wireless adapters to communicate
both with each other and with other networked devices (Figure 1).

>
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Figure 1: Computing devices contain wireless adapters which
communicate with an access point (shown at center).

What's Wi-Fi?

Wi-Fi doesn’t stand for anything—it's a made-up name—but it loosely
connotes wireless fidelity, in the sense of faithfulness: devices certi-
fied as Wi-Fi capable work with other similar devices. (The Wi-Fi
name celebrates its 25th anniversary in 2024!) The Wi-Fi Alliance
opted starting in 2018 to append numbers to Wi-Fi to indicate its
generation and capabilities, now including 4, 5, 6, 6E, and 7.
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An access point that’s coupled with a network router designed for
home or small-office networks is called a wireless gateway. The router
part of the gateway handles local networking details. For instance, it
manages the addresses of connected devices, and moves traffic from
higher-level networks (typically the internet via a connection to a
broadband modem). A gateway frequently includes a built-in Ethernet
switch for hooking up wired devices to its local network (Figure 2).

Figure 2: Gateways feature built-in Ethernet switches, as you see
here at the center of this TP-Link Archer AX55.

The device with the wireless adapter also includes an operating system.
The operating system directs the adapter to connect wirelessly to

an access point after a user (that’s you!) selects the network name from
a list or otherwise picks it. For example, in macOS, you can choose a
network from the Wi-Fi % menu; on Android, launch Settings, tap
Network & Internet > Internet >, and tap a network in the list.

If multiple access points have the same network name—a requirement
to form a roaming Wi-Fi network—the operating system generally
picks the strongest signal. When you move away from an access point,
the operating system should switch to the next strongest one without
intervention as soon as it starts receiving weak signals from its current
selection or when there’s an increase in the amount of noise and
interference on your connection (Figure 3).
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Pick Wi-Fi Network Gear

I expect you bought this book for one of three reasons:

« You're setting up a network from scratch in a new location, and
want to know the latest and smartest way to set it up.

« You have a network that doesn’t meet your needs in terms of speed
or coverage, and you want to upgrade one or more access points or
gateways, while keeping most of the network intact.

« The current network you’re using has fully displeased you, and you
want to swap out everything. You know what kind of performance
you get now, and you want to improve upon it.

Since this is the crux of why you may have purchased this book, this
chapter will address all those needs. First, though, it’s helpful to
understand the two types of networks you’re likely to encounter:

« Standard networking: A “standard” network is essentially all
you have been able to buy since the earliest days of Wi-Fi networks
(Figure 4). These typically have to be configured one by one. They
can connect to each other to form a larger network using either or
both wireless networking and Ethernet, depending on the model.
When you replace only parts of a network, you will almost certainly
wind up using these kinds of standard gateways.

Figure 4: The Netgear Nighthawk AXE11000 has a fancy design, but
there’s a standard Wi-Fi 6E gateway inside.
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« Mesh networking: The other option is mesh networking (Figure
5). The key difference between standard gateways and mesh ones,
called nodes, is that mesh networks automatically configure them-
selves by using radios reserved solely for inter-node communica-
tion. Mesh networks nodes may cost a bit more than standard
gateways and extenders, but they typically require almost no effort
after initial setup to work at peak performance. When setting up a
network from scratch or replacing an entire network, many people
have opted for mesh networks for simplicity’s sake.

Figure 5: Two Linksys Velop mesh nodes.

Make a Plan

Let’s start by thinking about the kind of network layout you need. You
need to figure out both its geography and topology. The geography is
where you’ll physically place hardware; the topology is how you con-
nect devices via Ethernet, whether in series (one to the next) or
through a hub-and-spoke model. You might even consider using
wireless connections, though I'll try to talk you out of that.
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Pick a Wi-Fi Channel

This chapter helps you tune your network for optimum performance.
It starts by discussing the portion of the radio frequency spectrum that
your access point uses and then shows how to determine the right
channel to use in each frequency band.

Many modern gateways and range extenders automatically pick
channels for you, but you may need to tap into this knowledge when
your network isn’t performing as expected.

Note: You don’t really need to read this chapter if you’ve opted for
mesh networking, which I discuss in Pick Wi-Fi Network Gear. Mesh
networks automatically configure Wi-Fi channels and other parame-
ters based on where you place nodes. However, this chapter can still
be useful background for troubleshooting.

Spectrum Trade-Offs

To make the best choice when selecting channels for an access point,
you may need some background on spectrum and channel choices. (If
you don’t know the basics of spectrum bands and channels, brush up
with Wi-Fi Spectrum before proceeding here.)

What's a Wide Channel?

Starting with the 802.11n (Wi-Fi 4) standard, Wi-Fi can use wide
channels. These are bound-together multiples of 20 MHz channels
that carry greater amounts of data proportionate to their width. (See
figures in the 2.4, 5, and 6 GHz sections that follow.)

Double-wide 40 MHz channels appeared in Wi-Fi 4; current Wi-Fi gear
with Wi-Fi 5 or later can now span 80 and 160 MHz. In 2024, 320
MHz channels appeared with 802.11be (Wi-Fi 7).

Wi-Fi 6 and later can also automatically drop 20 MHz chunks of wider
channels if they’re in use—say, using 60 MHz instead of 80 MHz.

39

Click here to buy the full 125-page “Take Control of Wi-Fi Networking and Security” for only $12.99!


https://www.takecontrolbooks.com/cart/?add-to-cart=1240

Choosing Among the Bands
Let’s begin by comparing the three bands.

2.4 GHz Band

The 2.4 GHz band is crowded with Wi-Fi networks, Bluetooth devices,
and other uses. In the 2.4 GHz band, Wi-Fi uses channels that overlap
because of the lack of available spectrum when the group that created
early Wi-Fi standards developed it. That means you have to plan
carefully or let a base station figure the channel out automatically for
you (Figure 12).

Figure 12: The 2.4 GHz band has overlapping channels, and in
America, only three can be used effectively at the same time. (Chan-
nel separation exaggerated here for clarity.)

WiFi Explorer, a macOS app for detecting and graphically displaying
network usage around your Mac, provides an excellent visualization of
2.4 GHz channels in practice in and near my home (Figure 13). You
can see in the figure how several network with the same name have
opted to use low-numbered channels (2 or 3), while others have picked
a non-overlapping higher channel (9).

5 GHz Band

The 5 GHz band, on the other hand, is relatively empty: almost no
common personal or business electronics makes use of most of it. In
the United States, the 5 GHz band has almost seven times the amount
of frequency available than the 2.4 GHz band. Each band is divided
into a series of 20 MHz channels, which are spaced 5 MHz apart.
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Configure Your Network

To use a Wi-Fi network, it has to be configured to connect on one side
to the internet, and on the other side to the devices you want to have
access to the internet. Outside of corporate networks, access points are
embedded into home and small-office gateways. These almost always
combine the functions of a Wi-Fi access point, an Ethernet switch, and
a network router (which connects different kinds of networks and
moves data among them).

Note: Gateways may also include USB and other ports so you can
add printers and hard drives. This is discussed in Share Printers and
Disks.

When it comes to setting up a connection to an internet service
provider (ISP) and creating a local network that devices use to connect
through Wi-Fi and Ethernet, every router’s instructions are a bit
different. In this chapter, I explain the typical choices you have to
make to set up a gateway that combines a wireless access point and
routing features. This includes advanced choices such as using static IP
addresses and fixed private addresses as well as other less-frequent,
but not unusual, options. I also discuss where to find specifics.

Let’s start with a little background about how network addresses work
before we get into the wide world of the internet and local networks.

Note: Mesh networks also need to be set up to connect to the inter-
net and allow connections from wireless adapters in devices you use.
However, nearly everything else about how they work is different. I
explain mesh networking in Build a Mesh Network.
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Learn About Dynamic Assignment and
Private Addresses

Devices that use most network services need an Internet Protocol (IP)
address. That’s true even for a local network devices that only use local
resources if those resource use IP addresses, too.

IP addresses can be public or private. Public addresses are typically
publicly routable, meaning that they are unique across the internet
and can be reached from any other point on the internet. (A firewall or
other tools can block access, but the IP address is still addressable
from the internet even if nothing can connect to a device there.)

Note: The term private address here means something different than
how Apple is using for deterring device tracking as explained in
Private Addresses in iOS or iPadOS.

A private address, however, is unique only inside a Local Area Network
(LAN). These addresses aren’t routable from the internet, and they let
you control more parameters than public addresses. They also general-
ly make your networked equipment less reachable. (You can read more
about private addresses in Dynamic Private Addresses, later in this
chapter.)

Devices on a LAN typically obtain an IP address from a DHCP server.
DHCP stands for Dynamic Host Configuration Protocol (DHCP),

a relatively old internet technology. DHCP assigns out addresses to
devices that request them on a LAN.

DHCP typically pairs with NAT (Network Address Translation). NAT
allows a single address used by a gateway to be used as a conduit. NAT
takes a connection between a given internet request (incoming or
outgoing) from a given device on the LAN and the gateway, and then
creates a new connection from the gateway with the destination ad-
dress elsewhere on the internet. This allows many machines to “share”
a single public IP address on a gateway. (I discuss more about how
NAT works in Reach Your Network Remotely.)
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Connect to a Network

Whether you’re working in your own home or helping customers with
a public hotspot, once you've set up a Wi-Fi network and connected it
to the internet, you’ll want to configure your devices to connect to it.

Read this chapter to learn how to connect in macOS (just ahead),
Connect in i0S and iPadOS, Connect in Windows 11 or Later, and
Connect in Android.

Note: Just because a network is visible doesn’t mean you can con-
nect to it. MAC address access control and other restrictions could
keep you from joining. See Secure Your Network.

Connect in macOS

Join a Wi-Fi network by clicking the Wi-Fi % menu, which reveals
networks you’ve previously connected to, personal hotspot networks
available (from your devices, those of Family Sharing members, and
others), and the network to which you’re currently connected, if any.
Click Other Networks to view a list of other networks that are in range.
(If Wi-Fi is turned off in any version of macOS, click the Wi-Fi &
menu and then click the Wi-Fi switch.)

Tip: If you don’t want your Mac to show you Wi-Fi networks previ-
ously unknown to your computer whenever you’re not connected to
one, go to Apple @ > System Settings > Network and deselect “Ask
to join (new) networks.”

To join a network when the network broadcasts its name—as most do—
choose the network name from the Wi-Fi menu. Enter the network’s
password if it’s protected.
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Known Networks
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= Not5GHzApplicable &
Other Networks >
Wi-Fi Settings...

Figure 24: On a Mac, choose a network from the list to join.

To connect to a closed (hidden) network, choose Other Networks >
Join Other Network and then enter its name exactly (Figure 25). You
also have to select the Security method.

r N

A Find and join a Wi-Fi network.

h Enter the name and security type of the network you want
to join.

Network Name: Fiddlesticks

Security:  WPA2/WPA3 Personal

Password: [oooooooooooooooooooo'

Show password
Remember this network

? Show Networks Cancel

S A

Figure 25: For hidden networks, enter a name and manually choose
its security method.
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Connect with a Personal

Hotspot

In addition to a Wi-Fi radio, every smartphone and some tablets
contain a built-in modem that lets them access high-speed mobile data
networks. Early in the smartphone era, manufacturers took advantage
of pairing the two together so you could use Wi-Fi to route traffic via
the cellular data modem.

This took a lot of twists and turns in terms of cell carrier service plans,
options, overages, and throttling, but most smartphones and some
tablets (those with cellular modems) can act as personal hotspots for a
few or many other devices, whether laptops or other phones and
tablets.

While “personal hotspot” implies a Wi-Fi hotspot connection, many
phones and tablets can also use Bluetooth or USB to extend access to
other devices. On some hardware, all three methods may be used
simultaneously.

Note: In this chapter, I talk about a “personal hotspot” or "*mobile
hotspot” to refer to all the features, but I use the term “tethering”
when the discussion is specifically about Bluetooth or USB.

In this chapter, I first discuss how to turn your device into a personal
hotspot and then I talk about how to connect with a personal hotspot.

How to Share a Personal Hotspot

Both iOS and Android offer personal hotspots, and can both share the
connection in three ways:

« Wi-Fi: Any Wi-Fi—equipped device can connect as if the device
were an access point. Depending on the mobile platform and age of
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the device, you may have limits on how many devices can connect at
once, which could be as low as three or five in iOS and iPadOS and
as high as eight in Android.

« USB: Plugging your computer into your mobile device via USB
gives you a high-speed data connection that you know works as long
as the cable isn’t bad. The downside? Being literally tethered.

+ Bluetooth: This method requires more steps to make a connection
initially, but it offers cable-free flexibility. Most Bluetooth-equipped
devices can connect through this method. The OS may restrict the
number of devices connecting via Bluetooth to as few as three.

Make a Computer into a Wi-Fi Hotspot

You can also turn a Mac or Windows system into a Wi-Fi hotspot if
you have two connections, typically Ethernet and Wi-Fi.

Go to Apple @ > System Settings > General > Sharing. Click the Info
(i) icon, enter an administrative password, and click Modify Settings.
Choose the network to share from (like Ethernet) in the pop-up
menu, and then select Wi-Fi in the “To devices using” list. Click Wi-Fi
Options and set a password. Finally, check the box or enable the
switch next to Internet Sharing.

Under Windows, navigate to Settings > Network & Internet and open
“Mobile hotspot.” Select the network to share from the “Share my
Internet connection from” pop-up menu. Click Edit to enter a network
name and Wi-Fi password, and then click Save. Enable “Share my
Internet connection with other devices.” (If you don't see this option,
you may need to upgrade Windows to the latest release.)

Turn on Hotspot Sharing

Here’s how to turn on the hotspot feature in iOS, iPadOS, and Android.

Note: If you expect to see the Personal Hotspot options in either
operating system and don't, contact your carrier.
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Reach Your Network

Remotely

When you share an internet connection among one or more computers
on a local network using private addresses, you gain the advantage of
some privacy: all the machines are locked away from the rest of the
internet by default. However, you also give up having an easy way to
connect from the outside world to services—say, a gaming server or
computer with remote desktop access—that’s located on one

of those local computers.

But just because it isn’t easy doesn’t mean it’s not possible. In this
chapter, I look at how you can configure gateways to route access from
the outside world to specific computers, smart-home gear, and other
devices for particular purposes.

Know Your Options

For systems outside your local network to reach devices on the LAN
side of your gateway, you have to pursue one or more of the following
four strategies:

« Port mapping: With a fixed address for a LAN-based device, you
can create a connection between a sort of IP address cubbyhole,
called a port, on the gateway and another port on the device. This
port mapping exposes the local device’s service that relies on that
port to the outside world as if it’s directly on the internet. Port
mapping typically requires a DHCP reservation or a static address
for a device on the LAN.

Tip: I explain the details of ports and port mapping later in this
chapter, so don’t worry if you can't visualize a port yet—most people
can’t!
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« Automatic punch-through: Some software and devices rely on
one of a few protocols that communicate directly with the gateway
to negotiate automatically opening a connection—punching
through a connection—almost always using UPnP (Universal Plug
and Play). This automatic management is terrific, because in most
cases you don’t have to do any configuration other than turn the
feature on, and thus don’t have to lock a device to a fixed IP address
or reconfigure gateway settings if devices or services change.

« Use one computer as your default host: A coarser way to
make remote access work is to allowing a single computer behind
a NAT act as though it’s directly connected to the internet. This
option fits limited cases where you want a machine to be reachable
from the internet on any of its ports without getting publicly reach-
able IP addresses from your ISP for computers on your network. I
describe this in Set a Default Host for Full Access.

Note: This option is sometimes called the DMZ—a sort of inappropri-
ate appropriation of the abbreviation for the demilitarized zone at the
border between North and South Korea, as well as other troubled
areas.

While I explain the three items above in their own sections in this
chapter, there’s one more method for reaching a computer remotely.
It’s self-explanatory, as it requires no configuration on your part after
installation:

+ Remote connections between central servers: Some kinds of
software, notably remote screen-control software for computers,
can punch through gateways, double-NAT configurations, and all
sorts of nonsense. They accomplish this by having the device from
which you’re connecting and the device to which you’re connecting
create a session with a central server under the service’s control.
Instead of a device-to-device connection, this device-to-server-to-
device gets around mapping or punching your way through. These
kinds of services include the remote desktop service TeamViewer.
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Share Printers and Disks

With a gateway set up to handle local computers and hooked into the
internet, your next step may be to attach a printer to the access point
so that it can be shared among all the local computers. In this chapter,
I explain in overview how to use a gateway in this fashion, although the
details vary so widely that you may plug everything in and see it work
without a stitch, or need to consult the manuals for your hardware to
fiddle with settings.

You can typically share printers via either USB or Wi-Fi, while disk
drives need to be plugged in directly via USB.

Note: A Wi-Fi-only disk drive is typically network-attached storage
(NAS) that relies on Wi-Fi just for networking and needs no special
gateway configuration.

Add a Printer

Printers used to be connected to a network via a USB port on a gate-
way, or sometimes via a USB hub, for gateways that allowed multiple
USB devices in that fashion.

More commonly now, printers connect via Wi-Fi, and already act as
shared devices. The only gateway issue is how hard it is to add a
printer with Wi-Fi security enabled.

Share a Printer via USB

This is typically as simple as plugging a USB cable from the printer
into the gateway’s USB port. If the gateway has both one or more USB
2 and USB 3 ports, pick USB 2, as the printer doesn’t need the
throughput of USB 3.

Some gateways require you to connect to their web admin system and

enable a print server, name a printer, or otherwise configure the
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settings. Others, including Apple’s retired AirPort line, make the
printer available under its standard driver name when it’s plugged in,
and have no options to customize whatsoever.

Depending on the gateway, you may be able to use a USB hub to
connect multiple printers (and hard drives). Consult the manual.

Add a Wi-Fi Printer Using WPS

Wi-Fi-enabled printers that support Wi-Fi Protected Setup (WPS)
can use this simplified method to connect to a Wi-Fi network. WPS
lets a device join a network securely once you tell the access point
that the device wants to connect.

In the best case, both the printer and the gateway have WPS but-
tons. You press the button—which may be physical or available via
software—on the printer, and then press a physical button on the
gateway. The printer is now on the Wi-Fi network.

With some printers and gateways, you may need to load the gate-
way’s admin interface and click a button. Some printers may gener-
ate a short PIN that has to be verified or entered in the gateway
admin software.

In all these cases, however, it's easier than typing a Wi-Fi password
into a printer that has no keyboard!

Add a Gateway Printer to a Mac

To add a shared printer to a Mac, make sure the printer is on and not
in standby-power mode, and then use these steps:

1. Goto Apple @ > System Settings > Printers & Scanners.
2. Click Add Printer, Scanner, or Fax. (Yes, fax!)

3. If needed, click the leftmost printer icon at the top of the window to
see the printers available over Apple’s network discovery standard,
Bonjour (Figure 42).
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Secure Your Network

If you use a wired network in your home, someone would have to break
into your house, plug into your Ethernet switch, and then crouch there
in the dark to capture data passing over your network.

Wireless networks have no such protection: anyone with an antenna
sensitive enough to pick up your radio signals can eavesdrop on traffic
passing over your network. This could be a neighbor, someone in a
parked car, or a nearby business. Many free, easy-to-use apps make
this a simple task for only slightly sophisticated snoopers.

However, you're not powerless to prevent such behavior. Depending
on what you want to protect and whom you’re protecting against, you
can close security holes with tools that range from a few settings up

to industrial-grade protection that requires separate servers elsewhere
on the internet.

I also suggest using a guest network account when you want to provide
access to your network without giving out the password or providing
access to devices and peripherals on it.

Simple Tricks That Don’t Work

You may have read suggestions for setting up basic security that advise
you to hide your network’s name, or “close” the network, and make it
hard to connect to. In practice, this doesn’t work.

An open network appears by name in devices’ Wi-Fi menus and in
other places in a device’s interface that show the names of networks to
which you can connect. A closed network does not. However, this is
less helpful from a security standpoint than it seems.

An access point set for a closed network stops broadcasting its name,
but it still broadcasts other network details required by device’s that
know the network’s name. Any device connecting has to be given the
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network’s name, and whenever those devices connect, they reveal that
name openly.

An attacker can monitor the network for that connection, but they can
also use free cracking tools to find an active connection between a
device and the closed network and then force the name to be revealed.
So you closing your network isn’t a reliable way to get real security.

Timed Access Control

Some gateways offer controls that use the MAC address of a wireless
adapter to restrict access during certain times or only allow usage for
a certain amount of time in a given period.

This is intended to offer parents control over kids’ devices, or to lock
out usage at, say, a café where it's undesirable to have people using
the network when no one is around to supervise. This isn't the same
as using encryption, as it doesn’t protect network traffic. A sophisti-
cated attacker or child could clone the MAC address of a device that’s
allowed to connect without restrictions.

Use Built-In Encryption

For a real defense, you must use password-protected encryption. Wi-
Fi has always offered some form of built-in encryption to secure the
connection between a client computer or device and the access point;
this connection is the most vulnerable part of a wireless network.

Note: The connection from the access point to the rest of the net-
work or the internet must be secured separately from the Wi-Fi
segment. Some people use virtual private network (VPN) connections
to secure a larger chunk of their traffic, as it provides encryption
between a device and a destination elsewhere on the internet, such
as a data center or a corporate network. This protects against snoop-
ing on public networks and intermediate network points.

Encryption always requires a key. With Wi-Fi encryption, you don’t
enter the key directly, but instead enter a password that the system
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Secure Yourself

The data that travels to and from your devices isn’t secure even when
you’re connected to a Wi-Fi network with a strong password. That’s
because any data you send that’s not separately encrypted could be
sniffed by anyone else on that network who has the right password or
is connected via Ethernet.

The same is true for any point between you and your data’s destination
or wherever you're running an active session, whether you’re using a
protected Wi-Fi network, an open one, or a cellular data connection:
any party in between, for unencrypted services, can see exactly what
you're doing.

Encrypting our data in transit enables us to make decisions about how
our data is being used and who sees it, preventing criminals, relatives,
and government agencies from overstepping our rights.

In this chapter, I help you understand what’s encrypted and what’s
not, and how to secure individual services as well as your whole net-
work connection.

What Is TLS?

You’ll read the term TLS (Transport Layer Security) repeatedly in this
chapter. It's a way of securing a connection for both ends with strong
encryption. It relies on digital certificates that are registered with one
of many approved “certificate authorities” that help validate the
identity of a site or service to which you’re connecting.

Once the connection is validated and established, software on your
device and the remote side exchange a strong encryption key that
then protects all the data flowing between the two sides.

Note that TLS is a successor to SSL (Secure Sockets Layer), which
was abandoned many years ago. Despite that, many sites, services,
and people never got the message: they still say SSL (or SSL/TLS)
even when SSL hasn’t been used by their software or hardware for
many years.
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Protect Particular Services

Nearly every kind of service offers an encrypted option, and, fortunate-
ly, most modern services employ some kind of encryption by default.
Here’s a laundry list of what you should consider:

« Email: There’s no good reason to avoid TLS for email. If your mail
host doesn’t provide secured email for your incoming email and for
your outgoing email, find a new host. Without security, email apps
may send passwords in the clear or with weak encryption, and likely
send all data in the clear. All modern mail apps, including those that
ship with an operating systems, will attempt to configure your mail
settings securely.

« Secure access to websites: A huge movement starting a few
years ago shifted most websites to secured connections for all
requests, not just for commerce or banking. While not 100%, it’s
approaching that among the vast majority of most-visited websites.
Browsers shifted from minor alerts to warnings and many may
block you from connecting to a site that isn’t using HTTPS and
require you click through or override the block.

- Transfer files to a server securely: If you must use the very
outdated FTP protocol for file transfer—some companies have
ancient systems that require this—use only a secured alternative to
plain FTP, such as the SSH-based SFTP or one of several TLS-
protected methods. FTP apps otherwise send passwords and data in
the clear. If you can’t use secured FTP, emailing a file, or even
sending a flash drive in the mail, is honestly better.

Tip: On a Mac, enable Remote Login and File Sharing in the Sharing
preference pane to allow SFTP over a local network or through port-
mapped remote connections.

These items are protected without any extra effort:

« iMessage and FaceTime in Apple’s ecosystem: Apple builds
in end-to-end encryption in such a way that even the company can’t
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Appendix A: What and

Where Is a MAC Address?

The MAC, or Media Access Control, address is a unique, factory-
assigned address for every Ethernet and Wi-Fi adapter. With Wi-Fi
adapters, it’s often labeled as the “Wi-Fi address,” but it’s functionally
equivalent and identical in format as a MAC address.

Note: It has nothing to do with Macintosh computers, despite the
unfortunate homograph.

You may need to find a MAC address in a few different cases:

« If you or someone else configures an access point so that only
specifically identified devices can connect. The MAC address is
typically used for identification. (But it’s not secure; see warning
below.)

« If your network uses reserved DHCP addresses, allowing a gateway
or another networked device to always assign a device the same
private or public IP address. This often relies on the MAC address.

« Ifyou're trying to determine to which access point a device has
connected. Access points use a BSSID (Basic Service Set Identifier),
which is effectively the same as a MAC address.

A MAC address consists of six two-digit hexadecimal numbers separat-
ed by colons, such as 0C:F2:33:01:02:FC. (Hexadecimal, or hex, is the
base 16 number system, with values running from o to 9, and then
from A to F for 10 to 15.) The first three numbers are assigned to a
manufacturer by a coordinating association. MAC addresses may be
used for filtering and authentication.
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Warning! Some operating systems allow their network adapters to
change their MAC address in a process called MAC cloning or spoof-
ing. It can be used to attempt unauthorized access to a network, to
swap in devices without reconfiguring a router, or to deter network-
based unwanted tracking. Apple added random MAC address genera-
tion as an automatic privacy feature in iOS 14/iPadOS 14: see Private
Addresses in i0S or iPadOS. Because MAC addresses are unreliable as
a fixed method of identification, it also means you can’t rely on them
for authentication.

Here are the ways to locate MAC addresses in various operating
systems and on some pieces of hardware.

Find the MAC Address in macOS
Find a Mac’s MAC address like so:

1. Go to Apple @ > System Settings > Network.
2. Click Wi-Fi in the adapter list
. Click the Advanced button.

w

4. In the Wi-Fi view, the MAC number is described as the Wi-Fi MAC
Address.

Find the MAC Address in iOS or iPadOS

Take a three-step jaunt to locate an iPhone or iPad’s MAC address:
1. Open Settings.

2. Tap General > About.

3. Swipe down to Wi-Fi Address, which is the MAC address.

Find the MAC Address in Windows

Windows 10 and later makes it a little harder, but here’s how to obtain
the MAC address:

1. Click Start.
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About This Book

Thank you for purchasing this Take Control book. We hope you find
it both useful and enjoyable to read. We welcome your comments.

Ebook Extras

You can access extras related to this ebook on the web. Once you're
on the ebook’s Take Control Extras page, you can:

Download any available new version of the ebook for free, or buy
a subsequent edition at a discount.

Download various formats, including PDF, EPUB, and Mobipocket.
(Learn about reading on mobile devices on our Device Advice page.)

Read the ebook’s blog. You may find new tips or information, as
well as a link to an author interview.

Find out if we have any update plans for the ebook.

If you bought this ebook from the Take Control website, it has been
automatically added to your account, where you can download it in
other formats and access any future updates.

More Take Control Books

This is but one of many Take Control titles! We have books that cover
a wide range of technology topics, with extra emphasis on Macs and
other Apple products.

You can buy Take Control books from the Take Control online catalog
as well as from venues such as Amazon and the Apple Books Store.
But it's a better user experience and our authors earn more when you
buy directly from us. Just saying...

Our ebooks are available in three popular formats: PDF, EPUB, and
the Kindle’s Mobipocket. All are DRM-free.
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